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Abstract

A dynamic accumulator is an algorithm, which merges a
large set of elements into a constant-size value such that
for an element accumulated, there is a witness confirming
that the element was included into the value, with a prop-
erty that accumulated elements can be dynamically added
and deleted into/from the original set. Recently Wang et
al. presented a dynamic accumulator for batch updates at
ICICS 2007. However, their construction suffers from two
serious problems. We analyze them and propose a way to
repair their scheme. We use the accumulator to construct
a new scheme for common secure indices with conjunctive
keyword-based retrieval.

1 Introduction

Benaloh and de Mare [2] introduced cryptographic ac-
cumulators that can be used to merge a set of different el-
ements into a fixed-size value. For each element merged,
there is a witness that confirms that the element has been
included into the value. Baric and Pfitzmann [1] proposed a
collision-free accumulator in which it is hard to compute a
witness for an element that is not accumulated. Camenisch
and Lysyanskaya [3] generalized the notion of accumulators
by allowing the addition of new elements and the deletion
of old elements to/from the accumulator. They called them
dynamic accumulators. They include also an operation that
allows updating the witnesses after the addition or deletion
operation. Dynamic accumulators were further studied in
[10, 15]. In these accumulators, the witnesses must be up-
dated immediately after some new values are added or al-
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ternatively, some old values are removed. The number of
operations needed to update witnesses is proportional to the
number of changes (additions and deletions). To solve this
problem, recently Wang et al. [17] presented a dynamic ac-
cumulator in which the number of operations necessary to
update a witness is independent on the number of changes.

Accumulators are used in many cryptographic applica-
tions such as time-stamping [2], fail-stop signatures [1],
group signatures with membership revocation [3], authen-
ticated dictionary [8], ad-hoc anonymous identification and
ring signatures [4], and broadcast encryption [5].

Song, Wagner and Perrig [14] came up with idea of
searching encrypted data using keywords. They consid-
ered the following scenario. A client stores her encrypted
data on an untrusted server and wishes to retrieve all doc-
uments that contain certain keywords. The retrieval oper-
ation should preserve data confidentiality, i.e. the server
should have no information about the data the client is after.
This problem was further investigated in the series of works
[6, 7, 13, 16, 18, 20].

Goh [6] formulated the notion of secure index that cor-
responds to keywords created by a Bloom filter. Wang et
al. [18] considered privacy preserving keyword search for
threshold groups and designed a threshold conjunctive key-
word search (CKS) scheme. Park et al. [13] generalized
the Goh scheme [6] for dynamic groups. In their schemes,
when a member leaves the group, a new set of secret keys
needs to be generated. If the old secret key is revealed, then
the server can obtain all data encrypted by the compromised
key. Additionally, the size of query becomes larger as the
number of members leaving the group increases. Wang et
al. [16] addresses the weaknesses of the Park et al. scheme
and proposed a scheme for dynamic groups. They called it
common secure indices for conjunctive keyword-based re-
trieval over encrypted data (CSI-CKR). Very recently Wang
et al. [20] presented a new scheme of conjunctive keyword
searches on encrypted data without keyword fields and ex-
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tended it to the setting of dynamic groups. However, the
size of a query in their scheme is linear in the number of
keywords contained in a secure index.

In this work, we analyze the dynamic accumulator [17]
presented at ICICS 2007 and indicate that it contains the
construction flaws. These flaws were indicated by Damgard
[private communication]. We shown how to repair the
scheme and how to apply it in CSI-CKR schemes.
Our Results. This paper analyzes the dynamic accumula-
tor that Wang et al. presented at ICICS 2007, indicates the
flaws in their construction, and shows how to repair their
scheme. Based on it, we construct a new CSI-CKR scheme,
and prove the security in the random oracle. Our CSI-CKR
scheme is trapdoorless and keyword field free. It also pro-
vides the instantiation of algorithms for encryption and de-
cryption on data.

Our paper is organized as follows. Section 2 provides
notations and cryptographic preliminaries. In Section 3 we
analyse the flaws in the Wang et al. scheme. Section 4
shows how the scheme can be repaired. In Section 5 we
construct a new CSI-CKS scheme. Section 6 shows how
to optimize the parameters for search. Finally Section 7
includes conclusion and open problem.

2 Preliminaries

Throughout this paper, we use the following notations.
Let a R←− A denote that an element a is chosen uniformly
at random from the set A. |k| denotes the number of bits
needed to represent an integer k. For a positive number
k > 1, [k] denotes the set of integers {1, . . . , bkc}. We write
x||y to denote the concatenation of the bit-strings x, y. By

default, let e be the base of the natural logarithm, lg k
def
=

log2 k, and ln k
def
= loge k. We assume that the upper bound

of the number of keywords in a keyword list is m.
To prove the security of the proposed constructions, we

need a security game called Indistinguishability of Cipher-
text from Ciphertext (ICC) [7] and two complexity assump-
tions called Decisional Composite Residuosity (DCR) [12]
and extended strong RSA (es-RSA) [17]. We omit the de-
tails of the game and assumptions, due to the limitation of
space.

3 Analysis of the Wang et al. Dynamic Accu-
mulator

Due to the limitation of space, we omit the review of
Wang et al. dynamic accumulator presented at ICICS 2007.
Let’s analyze the dynamic accumulator of Wang et al.

1. In the algorithm KeyGen(k,M ), both σ and γ are
chosen with no relation to λ, that is, λ is not in-

troduced into the “decryption exponent" of the Pail-
lier cryptosystem, consequently there is no guarantee
that (cγσ

−1

i mod n2) − 1 is going to be divisible by
n. Thus, applying F (u) = (u − 1)/n will not pro-
duce the desired result in the algorithms AccVal(L,P),
AddEle(L⊕, ac, v,P) and DelEle(L	, ac, v,P).

2. The β = σλ mod φ(n2) is not relatively prime to
φ(n2), so β has no multiplicative inverse mod φ(n2).
Thus, it is impossible to compute cγβ

−1

i mod n2 in the
algorithms AccVal(L,P), AddEle(L⊕, ac, v,P) and
DelEle(L	, ac, v,P).

Hence, Wang et al.’s construction is not correct.

4 Improvements

To eliminate the flaws, we suggest to repair the construc-
tion as follows.

KeyGen(k,M ) : Given a security parameter k and the
upper bound M on the number of accumulated ele-
ments, generate a suitable safe modulus n that is k-bit
long and create an empty set V . Let C = Z∗n2 \ {1}
and T ′ = {3, · · · , n2}. Choose two distinct numbers
β

R←− Z∗φ(n2) and σ
R←− Z+. Set the public key

Pu = (n, β) and the private key Pr = (σ, λ), then
output the parameter P = (Pu, Pr).

AccVal(L,P) : Given a set of m distinct elements L =
{c1, . . . , cm} (L ⊂ C, 1 < m ≤M ) and the parameter
P , choose cm+1

R←− C, and compute

xi = F (cλi mod n2) mod n (i = 1, . . . ,m+ 1),

v = σ

m+1∑
i=1

xi mod n,

yi = cλσβ
−1

i mod n2 (i = 1, . . . ,m+ 1), and

ac =
m+1∏
i=1

yi mod n2.

Then output the accumulated value v and the auxiliary
information ac.

WitGen(ac, L,P) : Given the auxiliary information ac, the
set of elements L = {c1, . . . , cm}, and the param-
eter P , choose randomly a set of m numbers T =
{t1, . . . , tm} ⊂ T ′ \ {β} (i = 1, . . . ,m), and com-
pute

wi = acc
−tiβ−1

i mod n2 (i = 1, . . . ,m).

Then output the witness Wi = (wi, ti) for ci (i =
1, . . . ,m).
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AddEle(L⊕, ac, v,P) : Given a set of elements L⊕ =
{c⊕1 , . . . , c

⊕
k } (L⊕ ⊂ C\L, 1 ≤ k ≤M−m) that need

to be inserted, the auxiliary information ac, the accu-
mulated value v and the parameterP , choose c⊕k+1

R←−
C and a set of k numbers T⊕ = {t⊕1 , . . . , t

⊕
k }

R←−
T ′ \ {T ∪ {β}}, and compute

x⊕i = F ((c⊕i )λ mod n2) mod n (i = 1, . . . , k + 1),

v′ = v + σ

k+1∑
i=1

x⊕i mod n,

y⊕i = (c⊕i )λσβ
−1

mod n2, (i = 1, . . . , k + 1),

au =
k+1∏
i=1

y⊕i mod n2, and

w⊕i = acau(c⊕i )−t
⊕
i β
−1

mod n2 (i = 1, . . . , k).

Set ac = acau mod n2, T = T ∪ T⊕ and V = V ∪
{au}.
Then output the new accumulated value v′ correspond-
ing to the set L ∪ L⊕, the witnesses W⊕i = (w⊕i , t

⊕
i )

for the new added elements c⊕i (i = 1, . . . , k) and the
auxiliary information au and ac.

DelEle(L	, ac, v,P) : Given a set of elements L	 =
{c	1 , . . . , c

	
k } (L	 ⊂ L, 1 ≤ k < m) that need to be

deleted, the auxiliary information ac, the accumulated
value v and the parameter P , choose c	k+1

R←− C, and
compute

x	i = F ((c	i )λ mod n2) mod n (i = 1, . . . , k + 1),

v′ = v − σ
k∑
i=1

x	i + σx	k+1 mod n,

y	i = (c	i )λσβ
−1

mod n2 (i = 1, . . . , k + 1), and

au = y	k+1

k∏
j=1

(y	j )−1 mod n2.

Set ac = acau mod n2 and V = V ∪ {au}.
Then output the new accumulated value v′ correspond-
ing to the set L \ L	 and the auxiliary information au
and ac.

The following algorithms Verify(c,W, v, Pu) and
UpdWit(Wi, au, Pu) are the same as in the original scheme
[17].

Verify(c,W, v, Pu) : Given an element c, its witness
W = (w, t), the accumulated value v and the pub-
lic key Pu, test whether {c, w} ⊂ C, t ∈ T ′ and
F (wβct mod n2) ≡ v (mod n). If so, output Yes;
otherwise, output No.

UpdWit(Wi, au, Pu) : Given the witness Wi, the auxil-
iary information au and the public key Pu, compute
w′i = wiau mod n2, then output the new witness
W ′i = (w′i, ti) for the element ci.

We call the above scheme the Improved WWP-DA. Its
security can be proved in the same way as Wang et al. [17]
did. We omit the proof due to the limitation of space. So,
we have the following theorem.

Theorem 1 The Improved WWP-DA is secure under the es-
RSA assumption.

5 Application in CSI-CKR

Wang et al. introduced a notion of CSI-CKR in [16].
We now briefly review the model, definition and security of
CSI-CKR. For the details, refer to [16].

CSI-CKR has three parties: a trusted group manager
(GM), members in the dynamic group and a server. First,
GM setups the system and distributes an authentication
code to every member. A member encrypts her data, gener-
ates the secure index, and stores them on the server. When
a member wants to retrieve the documents containing some
keywords, she makes the searchable information for the
keywords, and sends it along with her authentication code
to the server. Then, for the legitimate user, the server tests
all secure indices to find the matched data, and returns it to
the member. Finally, the member interacts with GM to get
the plaintext data.

CSI-CKR consists of five components: SystemSetup, Au-
thCodGen, DataGen, DataQuery, DataDcrypt. In details,
the SystemSetup instantiates the scheme, the AuthCodGen
generates members’ PIN numbers, their secure codes and a
secure test code, the DataGen builds searchable encrypted
data, the DataQuery retrieves the matched data, and the
DataDcrypt decrypts the encrypted data.

CSI-CKR provides data privacy and user privacy.
Specifically, data privacy ensures that the server is not able
to extract any information about the data. That means,
the encrypted data, common secure indices, queries and
searches do not leak anything about their contents. Also,
data privacy guarantees that any leaving member is not able
to search and retrieve data after her revocation. User privacy
prevents any body (excluding the group manager) to imper-
sonate a legitimate member to query the data. In addition,
although a member interacts with the group manager, data
privacy guarantees that the group manager knows nothing
about the data the member retrieves.

5.1 New CSI-CKR

To construct a new scheme of CSI-CKR, we de-
fine the following nine algorithms: HashGen(s,m),
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BuildIndex(R,P ), MakImg(L′, P ), Test(IxL′ , CSIR),
SetUp(τ ), Encrpt(m,Puk), MaskDa(u),
PartDe(u′, P rk, Puk), and FullDe(ū, v, rb, Puk), which
are based on Nyberg combinatorial accumulator [11] and
Kiayias et al. public-key encryption system [9].

HashGen(s,m) : Given a parameter s and the upper bound
m, compute

l = e(ln 2)sm′ lgm′,

where m′ = m + 1, and then choose a one-way hash
function

H : {0, 1}∗ → {0, 1}l,

where l = rd for some integers r, d.
Finally output the system parameter P = {H, r, d}.

BuildIndex(R,P ) : For a keyword list L = {w1, . . . , wk}
(m ≥ k ≥ 1) in a dataR, the member selects a distinct
document identifier DI = w0, and does the following.

Step 1 If k < m, pads the keyword list {w1, . . . , wk}
into {w1, . . . , wm} with wj = (j×w0)||w0 (j =
k+1, . . . ,m). For each wi (i = 0, . . . ,m), com-
putes: w̄i = H(wi). Since H produces a hash
digest of length l = rd, w̄i can be viewed as an r-
digit number in base 2d, i.e. w̄i = (w̄1

i , . . . , w̄
r
i ),

where |w̄ji | = d, j = 1, . . . , r.

Step 2 Maps w̄i to Ixi (i = 0, . . . ,m) : Ixi =
(Ix1

i , . . . , Ix
r
i ) = f(w̄i) by applying the follow-

ing assignment for j = 1, . . . , r:

Ixji =
{

0 if w̄ji = 0
1 otherwise.

Step 3 Finally, computes the bitwise product (denoted
with �) of Ix0, Ix1, . . ., Ixm:

Iy = (Iy1, . . . , Iyr) = Ix0 � Ix1 . . .� Ixm,

where Iyj = Ixj0�Ix
j
1 . . .�Ixjm (j = 1, . . . , r);

Step 4 Outputs CSIR = Iy as the common secure
index of R.

MakImg(L′, P ): Given a keyword list L′ =
{w1, . . . , wk′}, the member outputs the image
IxL′ of the keyword list L′. The algorithm proceeds
as follows:

Step 1 For i = 1, . . . , k′, computes: w̄i =
(w̄1

i , . . . , w̄
r
i ) = H(wi), where |w̄ji | = d, j =

1, . . . , r.

Step 2 Maps w̄i 7−→ Ixi (i = 1, . . . , k′): Ixi =
(Ix1

i , . . . , Ix
r
i ) = f(w̄i) by replacing each w̄ji

with 0 if and only if w̄ji = 0, or with 1 otherwise.

Step 3 Computes IxL′ = (Ix1
1 � Ix1

2 . . . �
Ix1

k′ , . . . , Ix
r
1 � Ixr2 . . .� Ixrk′) as the image of

L′.

Test(IxL′ , CSIR) : For every CSIR, the server checks
whether Iyi = 0 in the CSIR if Ixi = 0 in the IxL′
for all i = 1, . . . , r. If so, output Yes; Otherwise, No.

SetUp(τ ) : Given a security parameter τ ∈ Z+, output the
parameters of the KTY cryptosystem (n, g1, y, h, z),
where n is an RSA modulus, g1 = g2n mod n2 for
some g R← Z∗n2 , z R← [n

2

4 ] \ {1, 2}, y = gz1 and
h = n + 1. The public key is Puk = {n, g1, y, h},
and the private key is Prk = {z}.

Encrpt(m,Puk) : Given a data d and the public key Puk,
choose ra

R← [
√
n

2 ], compute u = gra
1 and v = yrahd,

and output the encrypted data {u, v}.

MaskDa(u) : Given the first part u of an encrypted data,
choose rb

R← [
√
n

2 ] \ {1, 2}, compute u′ = urb , and
then output the masked data u′ and keep rb as a one-
time secret key.

PartDe(u′, P rk, Puk) : Given the masked data u′ and the
keys Prk, Puk, check if u′ ∈ Z∗n2 . If so, output the
decrypted masked data ū = (u′)−z mod n2; other-
wise, terminate the protocol.

FullDe(ū, v, rb, Puk) : Given the decrypted masked data
ū, the second part of the encrypted data v, the one-time
secret key rb and the public key Puk, compute

d′ = vrb ū− 1 mod n2, and
d = (d′ · r−1

b mod n)/n,

and output the data d.

Now we apply the above Improved WWP-DA and nine
algorithms to construct a new CSI-CKR scheme as follows.

SystemSetup : It includes the algorithm KeyGen in the
Improved WWP-DA, HashGen and SetUp.

Given a security parameter and some parameters, GM
runs the three algorithms KeyGen, HashGen, SetUp
to output the system public key and secret key.

AuthCodGen : It includes the five algorithms AccVal,
WitGen, AddEle, DelEle and UpdWit in the Im-
proved WWP-DA.

For the members of the original group, GM runs the
algorithms AccVal and WitGen to generate the PIN
number ti and the secure code {wi, ci} for every mem-
ber, and sends the secure test code v to the server. GM
runs the algorithms AddEle, DelEle and UpdWit to
process the deletion or addition of group members.
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DataGen : It includes the algorithms BuildIndex and En-
crpt.
A group member runs the algorithm BuildIndex to
create the secure index and the algorithm Encrpt to
encrypt the data, and then uploads them to the server.

DataQuery : It includes the algorithms MakImg, Test and
the algorithm Verify in the Improved WWP-DA.

A group member runs the algorithm MakImg to gen-
erate an image for a keyword list, and sends it along
with the member’s PIN number and secure code to the
server. On receiving the query, the server runs the algo-
rithm Verify to check if the query is legitimate. For a
legal query, the server runs the algorithm Test to search
on all secure indices, and returns all matched data to
the member.

DataDcrypt : It includes the algorithms MaskDa, PartDe
and FullDe.

The group member who receives a data from the server
runs the algorithm MaskDa to mask the data and
sends the masked data to GM. GM runs the algorithm
PartDe to partly decrypt the data and returns it to
the member. Finally, the member runs the algorithm
FullDe to get the plaintext.

Notice that the above scheme is trapdoorless, as we do
not generate any trapdoor for a list of keywords. In addi-
tion, it is keyword field free, since we eliminate the need for
the number of keyword fields and the values of positions of
conjunctive keywords in the keyword fields. However, key-
word fields are the compulsory information in all existing
secure conjunctive keyword search schemes.

The search scheme takes the form of probabilistic. It
returns all documents where the keywords occur, as well
as possibly some other irrelevant documents. We assume
the hash function H behaves as a random oracle and m =
2d − 1. The false positives in searching on an index happen
with probability (1− 2−d(1− 2−d)m

′
)r. Recall that m′ =

m + 1 = 2d, and we choose r = l/d = l/ lgm′ and l =
e ln 2sm′ lgm′, thus, the probability of output an irrelevant
document is

Pfalse = (1− 2−d(1− 2−d)m
′
)r

= (1− 1
m′ (1−

1
m′ )

m′)r

≈ (1− 1
em′ )

r

≈ e−
r

em′

= e
− l

em′ lg m′

= e− ln 2s

= 2−s

So we can control the probability of false positive by ad-
justing the related parameter s. Although some irrelevant
documents are retrieved, the items can be weeded out by

the member after decryption, this means, the false positive
does not affect the correctness of the result. On the other
hand, we point out that the false negatives (discarding a rel-
evant document) never happen.

We now turn to show the security of the proposed CSI-
CKR scheme in the random oracle model. The proof is
omitted due to the limitation of space.

Theorem 2 Under the DCR and es-RSA assumptions, the
proposed CSI-CKR scheme is semantically secure accord-
ing to the game ICC.

The analysis of efficiency of the proposed CSI-CKR
scheme is omitted due to the limitation of space.

6 Optimizing Parameters for Search

The proposed scheme induces false positives. The fol-
lowing procedure shows how to select the suitable parame-
ters:

Step 1 Choose the desired false positives rate R′ and com-
pute s = − lgR′.

Step 2 Select a suitable number m = 2d for some integer
d such that m− 1 is the upper bound of the number of
keywords in a keyword list.

Step 3 Compute the size of the common secure index r =
dsme ln 2e, and choose l = rd as the hash size.

Note that, the bigger the false positives rate R′, the more
the irrelevant documents returned. Thus, the communica-
tion overhead from the server to the member is increased.
On the other hand, the smaller the R′, the bigger the com-
mon secure index and the image for a keyword list, and then
the communication overhead from the member to the server
is increased. Therefore, in practice, to reduce the response
time to a query, the false positives rate should be chosen
carefully. Assume that, there are n documents and the size
of each document is on the average T , so the average com-
munication overhead between the server and the member
for a query is

C = nTR′ + r = nT2−s + sme ln 2.

So, the derivative of C with respect to s is
dC
ds = −2−snT ln 2 +me ln 2.

Let dC
ds = 0, we get the optimal parameter

s = lg nT
me .

The optimal false positives rate for minimum response time
is

R′ = me
nT .
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7 Conclusion and Open Problem

We analyzed the flaws in Wang et al. dynamic accumula-
tor presented at ICICS 2007 and proposed how to repair it.
With the improved dynamic accumulator, we constructed a
new CSI-CKR scheme and proved its security. The pro-
posed CSI-CKR enjoys several special features, namely
trapdoorless keyword search, keyword field free indices and
detailed data cryptosystem. One problem with our approach
is the output errors, although the error probability can be
made to be the desired small.
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